NHOOPMALIMOHHASA ITAMATKA
JJISA OBYYAIOIIIUXCSA

C KaxIbIM TOJIOM MOJIOJICKHM B WHTEPHETE CTAHOBUTHCS OOJbINE, a IIKOJIBHUKH OJIHU U3
CaMbIX aKTUBHBIX IOJb30Barened Pynera. Mexay TeM, MNOMHMO OrpOMHOIO KOJIWUYECTBA
BO3MOKHOCTEH, MHTEPHET HeceT W MpoOJieMbl. DTa MaMsATKa JOJDKHA MOMOYh Tebe Oe30macHo
HaXOJIMTHCS B CETH.

KomnbrorepHbie BUpyChI

KoMnploTepHBIii BUpPYC - 3TO pPa3sHOBHIHOCTh KOMIIBIOTEPHBIX IMPOTrpamM, OTIUYUTEIbHOMN
0COOEHHOCTBIO KOTOPOHl SIBJIIETCSA CIOCOOHOCTh K Pa3MHOXKEHHIO. B Jl0M0OIHEHNE K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WM MOJHOCTBIO YHUYTOXXUTh Bce (aillibl M JaHHbIE, HNOJKOHTPOJIBHBIE
MOJIb30BATENI0, OT MMEHH KOTOPOro ObUIa 3aIlylleHa 3apa)KeHHas Iporpamma, a TakKe IMOBPEAUTh
WIM J1ak€ YHMUYTOKUTh ONEPALMOHHYIO CHUCTEMY cO BceMH (aililamu B 1enoM. B GonbmimHCTBE
CJIy4aeB paclpoCTPaHAIOTCA BUPYCHI YEPE3 HHTEPHET.

MeTtobl 3alIUTHL OT BPCAOHOCHBIX IIPpOrpaMM:

1. Hcnone3yli COBpEMEHHBIE OIEPAlMOHHBIE CHCTEMBI, HMEIOIINE CEPHE3HBI YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IPOTPAMM;

2. IloctosHHO ycTaHaBnuBaih mnauTu (LUGpPOBBIE 3aIIaTKH, KOTOPbIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LEIbI0 JOPAOOTKU IPOrpaMMbl) U Apyrue OOHOBICHMS CBOEH ONepaliOHHON
cucreMbl. CkaunmBail MX TOJBKO ¢ oQuIMaIbHOro caifra paspaborunka OC. Ecim cymecTtByer
PEXXHUM aBTOMAaTUYECKOTO OOHOBIJICHHUSI, BKIIFOUH €T0;

3. PaGoraii Ha cBOeM KOMIIbIOTEPE MO MPaBaMHU MOIb30BATENS, a HE aIMUHUCTPATOPA. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpPaMM HMHCTAJUIUPOBATHCA HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE NPOrPaMMHBIE IPOIYKTHl H3BECTHBIX NPOU3BOAMTENICH, C
aBTOMaTHYCCKUM OOHOBJICHHEM 0a3;

5. Orpannyb pU3NYECKUN JOCTYN K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

6. Wcnonp3yil BHENTHUE HOCUTENHM WH(MOpMAIMK, Takue Kak (iemka, TUCK Wik Qaitn u3
WHTEPHETA, TOJBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (hailsibl, TOJYICHHBIE U3 HEHAJIS)KHBIX UCTOUYHUKOB. Jlaxe Te
(aiinbl, KOTOpBIE MPHUCIIAT TBOM 3HAKOMBIN. JIydllle yTOUYHHM y HEro, OTIpaBsil 1M OH TeOe HX.

Ceru WI-FI

Wi-Fi - 310 He BHI Tiepeiayn JaHHBIX, HE TEXHOJIOTHUs, a BCEro JIMIIb OpeH, Mapka. Emie B
1991 ronmy Huaepmaniackas KommaHus 3apeructpupoBaia Openn "WECA", uyto o6o3Hauano
cioBocoueranue "Wireless Fidelity", koTopslii nepeBoauTcs Kak "GecrnpoBoaHAs TOYHOCTB'.

Jlo Haiero BpeMeHu Joluia Jipyras abopeBuatypa, KoTopas SBISETCS TAKOU K€ TeXHOJOTUEH.
Oto abOpeuatypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HaMEKOM Ha CTaHAApT BBICIICH
3BykoBo# TexHuku Hi-Fi, uto B mepeBojie 03HavaeT "BhICOKast TOYHOCTH".

Jla, OecrutaTHBII HMHTEPHET-AOCTYN B Kade, OTeNsAX U ad’pomlopTax SBISETCS OTIMYHOM
BO3MOXXHOCTBIO BBIXOJ]a B MHTEpHET. HO MHOTHE SKCHepThl CUMTAIOT, 4To obmienoctymnHbie Wi-Fi



CETH HE ABJIAIOTCSA 0€30MaCHBIMH.
CoBeThl 10 0€301acHOCTH pabOThI B 00IIe10CTYTHBIX ceTsix Wi-fi:

1. He nepemaraii cBoto nuunHyro nHpopmaimio yepe3 obmenoctynubie Wi-Fi cetn. PaboTas B
HUX, )KEJaTeJIbHO HE BBOJUTH MTAPOJIHU IOCTYIIA, JOTHHBI M KAKUE-TO HOMEPA;

2. Hcnonp3yii u OOHOBISII aHTUBHpPYCHBIE HpOrpaMMbl M OpaHamayep. Tem cambIM Tl
o0Oe3omnacuib cedsi 0T 3aKaUyKH BUPYca Ha TBOE YCTPOMCTBO;

3. ITpu ucnonwszoBanuu Wi-Fi otkmoun ¢yukiuio "O0mumii qoctyn k ¢daiaaM U npuHtepam'.
JlanHast QyHKIMS 3aKphITa IO YMOJTYaHHIO, OJHAKO HEKOTOPHIE MOJIb30BATEIN AaKTUBUPYIOT €€ IS
y100CTBa UCIIOIB30BaHUs B paboTe win yuebe;

4. He ucnionws3yii myOauunsiii WI-FI ns nepenaum AM4HBIX JaHHBIX, HATPUMED AJIS BBIXOJA B
COLMAJIBHBIE CETH WJIU B DJIEKTPOHHYIO MOYTY;

5. Ucnonw3y#t Tonbko 3amuinierHoe coenunenue yepes HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoaM UMeHHO "https://";

6. B Mmo6unbsHOM Tenedone orkimoun ¢pyakiuio "[loaknroyenne k Wi-Fi aBromatnuecku". He
JI0TyCKail aBTOMaTHYECKOTO MOAKIIOYEHHs ycTpolicTBa K ceTaM Wi-Fi 6e3 TBoero cornacus.

CounnajabHble CEeTH

ConmanbpHbIE CETH aKTUBHO BXOJST B HAIIy >KW3Hb, MHOTHE JIOAW PabOTAalOT W JKUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3aperucTpupoBan MIJLTHAP/ YEIIOBEK, YTO SBISETCS OJHON CEIbMOMN
BCEX JKUTENEeH IUIaHeThl. MHOTHE MOJh30BaTENN HE IMOHUMAIOT, YTO WH(pOPMALUs, pa3MelIeHHas
UMH B COLMANBHBIX CETSIX, MOXKET OBITh Hali/leHa W HCIIOJIb30BaHA KEM YrOJHO, B TOM YHCIIE HE
00s13aTeNbHO ¢ 0J1aruMyU HaMEepPEHHUSIMHU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COILIMAIBHBIX CETAX:

1. Orpanndb ciucok Apy3eil. Y TeOs B Ipy3bsiX HE JAOKHO OBITh CIIydalWHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3anmmiail CBOK 4YacTHYIO *u3Hb. He ykasbiBail maponu, TenedoHsbl, ajgpeca, AaTy TBOETO
POKIEHUS U JAPYTYIO JIMYHYIO HH(OpMaiuio. 3J0YyMBIIUIEHHUKH MOTYT MCIOJIb30BaTh JaKe
uHGOPMAIIHMIO O TOM, KaK Thl M TBOM POJUTENHN TUTAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3ammmail cBOIO peryTaluio - AepKHU €€ B YUCTOTE U 3a/aBail cebe BOMpocC: XoTed Obl ThI,
4yTOOBl JpYyrue TMOJb30BaTEIM BHUIENIU, YTO Thl 3arpyxaewms? Ilomymail, mpexiae 4eM 4YTO-TO
OIy0JINKOBATh, HAMIUCATh U 3aIPY3UTh;

4. Ecnu Thl TOBOPHILIB C JIFOJIBMU, KOTOPBIX HE 3HACIIb, HE UCIOJbB3Yl CBOE PEAJbHOE UM U
APYTYIO TUYHYIO0 HHPOPMAIIMU: UMSI, MECTO KUTEICTBA, MECTO yueObl U IMpoyee;

5. U36erait pasmemienus ¢otorpaduii B IHTEepHETE, e Thl M300pa)Ke€H Ha MECTHOCTH, IO
KOTOPOM MOYKHO OIPEETUTh TBOE MECTOTOIOKEHHE;

6. [lpu peructpamym B COIHMATBLHOW CETH HEOOXOIMMO HCIIOJIB30BaTh CIOXKHBIC MapOJIH,
cocrosime u3 OykB ¥ U(p U ¢ KOJIUIECTBOM 3HAKOB HE MeHee §;

7. Jnst coumanbHOM ceTH, MOYTHl M APYTUX CAHTOB HEOOXOAMMO HCIHOJB30BaTh pa3HbIC
naposid. Torma ecnu Te0st B3IOMAalOT, TO 3JI0YMBIIUIEHHUKH IMOJyYaT AOCTYI TOJBKO K OJHOMY



MECTy, a He BO BCE cpasy.
DJIEKTPOHHbIE 1eHbIH

ONEeKTPOHHBIE JEHBIUW - 3TO OYEHb YAOOHBIA CHOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

9J'IeKTp0HHI>Ie JCHbBI'M IIOABHIIMCH COBCCM HCAABHO MW HMCHHO HM3-3a 3TOI'O BO MHOI'HX
rocyagapCrBax A0 CUX IIOP HC MPOIIHUCAHO IMPO HUX B 3aKOHAX.

B Poccun xe oHu (QYHKIITMOHUPYIOT U O HUX YXK€ MPOIMHUCAHO B 3aKOHE, IJ€ UX Pa3ICISIOT Ha
HECKOJBKO BHJIOB - aHOHHMHBIE W HE aHOHMMHEIC. Pa3HWIIa B TOM, YTO aHOHMMHEIC - 3TO T€, B
KOTOPBIX paspemiaeTcsi MPOBOAWTH oOmepanuu 0e3 HACHTH(HUKAIIMK IOJh30BaTeNsl, a B
HEaHOHUMHBIX UACHTU(UKAIUS [T0IH30BATEIIS SIBIASETCS 00513aTeIbHOM.

Takxe creqyer pa3iauyarh JJIEKTPOHHBIE (UAaTHBIE JAE€HbIUM (paBHBI TOCYIApPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIE HE(UATHBIE JE€HBIU (HE paBHBI TOCYIaPCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI IT0 0€30IMacHOM pa60Te C DJICKTPOHHBIMU JACHbBI'aAMMU:

1. TpuBsku k cyeTry MOOWIBHBIN TenedoH. DTo caMblil yaoOHBIH M OBICTPBINA CIOCOO
BOCCTAHOBHTb JIOCTYI K cueTy. [IpuBs3aHHBIN TeIedOH MOMOXKET, eCITi 320y 1eIIb CBOH TIATS)KHBIH
MapoJIb WM 3aiJelIb Ha CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Vcnionw3yit onHopa3oBsie mapoid. [lociie mepexo/ia Ha YCUIICHHYIO aBTOPU3AIINIO TeOe yiKe
He OyZeT yrpokaTh OMACHOCTh KPa)Xu MIIM TIepexBaTa MIaTeKHOTO apois;

3. Boibepu cioxublii napoib. [IpectynHukaMm OyaeT He MPOCTO yrajaaTh CIOXKHBIA MapoIib.
Hanexxuble mapoiu - 3TO mapoiu, KOTOpbIe COAEpkKaT HE MEHee 8 3HAaKOB M BKIIOYAIOT B ceds
CTPOYHBIE M MPOMHUCHBIE OYKBBI, IU(PPHI U HECKOIBKO CHMBOJIOB, TAKHE KaK 3HAK JoJiapa, pyHTa,
BOCKJIMIIATENIbHBIN 3HAK H T.1. Hampumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC JJAHHBIC HA CailiTax, KOTOPHIM HE JJOBEPSCIIIb.
DJIeKTPOHHAS MOYTA

ONEeKTpOHHAs I0YTa - 3TO TEXHOJIOTMSI M IPEAOCTABISEMBIE €H0 YCIYI'M [0 IEPECBUIKE U
MOJIYYEHHUIO 3JIEKTPOHHBIX COOOILIEHUH, KOTOPBIE pAaCIPEACIAIOTCS B KOMIIBIOTEpHOU ceTu. OOBIYHO
AJIEKTPOHHBIN MIOYTOBBIN ALUK BBITJIUT CJIEIYIOIIUM o0pazomM:
UMS_TIOJIb30BaTeSI@uUMsL_JoMeHa. Takke KpoMe TMepefayd MpOCTOro  TEeKCTa, HMEeTcs
BO3MOXHOCTB IepeiaBaTh (paisbl.

OcHOBHBIE COBETHI 110 6€30MaCHOMN paboTe € ANEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh MpaBWIbHBIN MOYTOBBIM cepBUC. B HHTepHETE ecTh OrpOMHBIN BHIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO Jy4YIle AOBEPSATh TE€M, KOTO 3HACIIb M KTO MEPBBHIA B
pEUTHHTE;

2. He ykas3piBail B JMYHOM mouTe JWMYHYIO HHPopMauuio. Hampumep, nydie BbIOpaTh
"My3bIKaiabHbIA_(haHaT@" win "pok2013" Bmecto "temal3";

3. Mcnonb3yii ABYX3TalHyI0 aBTOPU3ALUIO. DTO KOTJa MOMHMO Mapoiisi HY’KHO BBOJIUTH KO[I,
npuchlIaemMslid o SMS;



4. BeiOepu CIIOXKHBIN Mapoiib. JIJIsT KaXKI0TO MOYTOBOTO SITUKA JOJIKEH OBITh CBOM HACKHBIH,
YCTOWYMBBIN K B3JIOMY NIapOJIb;

5. Ecam ecTh BO3MOXHOCTh HamucaTh CaMOMY CBOM JIMYHBIM BONPOC, HUCIOJB3YW 3Ty
BO3MOKHOCTD;

6. Mcnonb3yil HECKOIBKO IMOYTOBBIX SIIMKOB. [1epBbIN U1 4aCTHOM NEPENUCKU C aApecaTamy,
KOTOPBIM ThI JIOBEpsi€llb. DTO 3JEKTPOHHBIN aJpec HE HAJ0 HCIIOJIb30BaTh IPU PETUCTPALUU Ha
dopymax u caiiTax;

7. He oTkpsiBail (aiinel U Apyrue BIOXKEHHUS B MHCbMaX, JaXe €CJIM OHU MPUIUIA OT TBOUX
npy3eil. Jlydiiie yTouHu y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (ailiibl;

8. Iloce oxoHyanus pabOTHI HAa MOYTOBOM CEPBHCE MEpPE 3aKPHITHEM BKIIAJKU C CAHTOM HE
3a0ynb HaxaTh Ha "BeiidTu".

Kn6epOyJsIMHI WM BUPTYaJIbHOE N3/1€BATEIHLCTBO

KuGepOymuHr - mpecienoBaHUEe COOOIICHHUSIMH, COJIEPKAIIMMU OCKOPOJIEHUS, arpeccuio,
3alyruBaHue; XYJIUTAHCTBO; COLMAIbHOE OOWKOTHPOBAHHME C IMOMOIIBIO PA3JIMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYIITUHIOM:

1. He 6pocaiicsa B 60i. JIyuammii crmoco0: mocoBeToBaThCs Kak ce0s BECTH M, €CJIU HET TOTO, K
KOMY MOXHO OOpaTUThCS, TO BHAYalle YCIIOKOUTHCA. ECliM Thl HaYHENIb OTBEYATh OCKOPOJICHUSIMU
Ha OCKOPOJICHHUS, TO TOJIBKO e11ie O0JIbIle Pa30oXKelTb KOHPIHUKT;

2. Yopasisiii cBoel kubeppenyTaiuei;

3. AHOHUMHOCTbH B ceTh MHUMasi. CyIIECTBYIOT CLIOCOOBI BBISICHUTh, KTO CTOUT 33 aHOHUMHBIM
aKKayHTOM;

4. He cTout BecTu XynuraHckuii oOpa3 BUPTyanbHOW *)u3HU. IHTEpHET duKCcUpyeT Bce TBOU
JICHUCTBUS M COXpaHsET UX. Y JAIUTh UX OyAeT KpaiiHe 3aTpyIHUTEIHHO;

5. Co0Omrosiaii CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyit eauHuuHblii HeraTuB. OHOpa30Bble OCKOPOMUTENbHBIE COOOLIECHUS JIydIle
UrHopupoBatb. OOBIYHO arpeccus MpeKpamiaeTcs Ha HayallbHOM CTa/luu;

7. ban arpeccopa. B mporpaMMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COITUATBHBIX CETAX
€CTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPABKH COOOIIEHUN C OMpeIeNICHHBIX aJpecOB;

8. Ecimu THI CBUICTECIIb KI/I6€p6y.]'IJ'II/IHFa. TBou )IefICTBHSIZ BBICTYIIUTE ITPOTUB IPECICOOBATECIIA,
IMoOKa3aTb €My, 4TO €TI0 HGﬁCTBHﬂ OIICHUBAIOTCSA HETATUBHO, MOAACPKATH KCPTBY, KOTOPOP'I HYXHa
IICUXOJIOTNYCCKasA IIOMOIb, COO6IJ_II/ITB B3POCJIBIM O (I)aKTe arpeCCUBHOIO MOBCACHUA B CCTU.

MoOuabHblii TeaedoH

CoBpemMeHHbIe cMapT(HOHBI U TUTAHIIETHI COIEPKAT B ce0e BIOJHE B3POCIHbIM (HYHKIIMOHAT, U
Tenepb OHU MOTYT KOHKYPUPOBATh CO CTAIlMOHAPHBIMHU KOMIbIOTepaMu. OHAKO, CPEACTB 3aIHTHI
IUIE TIOJIOOHBIX YCTPOWMCTB TIOKa OYEeHb Maslo. TecTUpoBaHWE M TIOMCK YSA3BHUMOCTEH B HUX
MPOUCXOIUT HE TaK HHTEHCUBHO, Kak 1yist [1K, To e camoe kacaeTcss 1 MOOMITBHBIX TTPHIIOKCHHH.



CoBpemMeHHbIE MOOWIbHBIE Opay3epbl YK€ NpPaKTHYECKH JOTHAIM HAaCTOJbHbIE AaHAJIOTH,
OJIHAKO paciidpeHue (yHKIMOHANA BIeYeT 3a CO000M OOJBIIYI0 CI0XHOCTh W MEHBILIYIO
3aIIMILEHHOCTb.

Jlaneko He Bce NPOU3BOIAUTEIM BBITYCKAIOT OOHOBJIEHHUS, 3aKPHIBAIOIIUE KPUTHYECKUE
YSA3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIC COBETHI JJIA 0€3011aCHOCTH MOOUIBLHOTO TeJ'Ie(bOHai

Huuero ne sBusiercs IMO-HACTOAIICMY OceCIUTaTHBIM. By,Z[I:u OCTOPOXKCH, BCIb KOI'la Tebe
npcajiararoT OecruiaTHBIN KOHTCHT, B HCM MOTI'YT OBITH CKPBLITBI KAKHC-TO INIATHBIC YCIIYT'H,

Jymaii, npexxae yeM otnpaBuTbh SMS, ¢poto mnu Buaeo. Thl TOUHO 3HAEIIb, I/I€ OHH OYIyT B
KOHEYHOM uTore?

Heo6xoauMo 0OHOBIIATH OMEPaMOHHYIO0 CUCTEMY TBOETO cMapTQoHa;
Hcnomnp3yit aHTUBUPYCHBIE TIPOTPAMMBI JIJTSI MOOMITBHBIX TEIC(POHOB;

He 3arpy>1<a171 IMPHJIIOKCHUA OT HCHU3BCCTHOI'O HCTOYHMKA, BCAb OHHM MOI'YT COICPIKATH
BpCAOHOCHOC ITPOIrpaMMHOC 06ecnequHe;

[Tocne Toro kKak Thl BBIMACIID C CaiiTa, I/ie BBOJAWI JINYHYIO MH(OPMALINIO, 3alI1 B HACTPOUKH
Opay3epa u ynanu cookies;

[lepnonnuecku IpoBEPsH, KAKUE TUIATHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM HOMEDE;

I[aBaﬁ CBOM HOMCD MOOMJILHOT'O Teﬂe¢)0H3 TOJIBKO JIIOJAM, KOTOPBLIX Thbl 3HACHIb M KOMY
JOBCPSCIIb,

Bluetooth momkeH ObITH BBIKIIIOUEH, KOTJa Thl UM HE ToJb3yenibcsi. He 3a0wiBaii mHOTIA
MIPOBEPSTH ITO.

Online urpsi

CoBpeMEHHbIE  OHJAWH-UTPBl - ATO  KPACOYHbIC, 3aXBATHIBAIOIIME  PA3BJICUYCHHS,
OOBEAMHSIONINE COTHH THICSY YEJIOBEK MO Bcemy Mupy. Urpoku ucclaenyroT HaHHBIH UM MUp,
OOIIAIOTCS APYT C APYTOM, BBIMOJIHSIOT 3aJ]aHUs, CPAKAIOTCS C MOHCTPAMH M TOJIYYarOT OMBIT. 3a
YAOBOJILCTBUE OHM IUIATAT: MOKYMAOT JAUCK, OTUIAYUBAIOT a00OHEMEHT WJIM MPUOOPETAIOT KaKHue-TO
OTIIUH.

Bce atu cpencTBa uayT Ha moAzep)KaHUE U Pa3BUTHE UIPHI, a TAK)Ke Ha caMy 0e30MacHOCTb:
COBEPILEHCTBYIOTCS CHCTEMBI aBTOPH3AIIMH, BBITYCKAIOTCS HOBBIE NMaT4YH (UU(POBHIE 3aMIaTKH s
MPOrpaMM), 3aKpbIBAIOTCS YI3BUMOCTU CEPBEPOB.

B HOJIO6HI)IX HUrpax CTOHT OIlacaTbCA HEC CTOJBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXXH TBOCTO
mapoJjisi, Ha KOTOpOM OCHOBAaHA CUCTCMaA aBTOPpHU3alUN OOJBIIMHCTBA urp.

OCHOBHBIE COBETHI IT0 0€30ITaCHOCTH TBOETO HUI'POBOTO aKKAYyHTaA:

1. Eciiu npyroit urpok BeneT ceds miIoxo Win co3AaeT Tede HEeMpUsSTHOCTH, 3a0JIOKUPYi €ro B
CIUCKE UTPOKOB;

2. Tloxanyiics aIMUHHUCTpATOpaM HUIPbl Ha IJIOXOE MOBEACHHE 3TOr0 HIpoKa, yKellaTeIbHO
MPUJIOKHUTh KaKue-TO JOKa3aTeIbCTBA B BUJE CKPUHOB;



3. He yka3pIBaii TuuHyio HHGOpMALHIO B podaiiie urpsl;
4. YBaxkail Apyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBait HeoduIInadbHBIE TATYU U MOJIBI;

6. cnionp3yii c10XKHBIE U pa3HbIE MTAPOJIH;

7. [axe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [loka Thl Urpaeis, TBOMH KOMIbIOTEP
MOTYT 3apa3uTh.

@OUIIUHT WIN Kpaika JUYHBIX JaHHbIX

OOBIYHOM Kpakel NIeHer M JOKYMEHTOB CETOJIHS YK€ HHUKOTO HE YAWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JI0YMBITINICHHUKH TIEPEMECTUINCH B HHTEPHET, U MPOIOJDKAIOT 3aHUMAThCS
"MrOOUMBIM" EJIOM.

Tak mnosiBUIach HOBas yrpo3a: HMHTEPHET-MOILIEHHUWYECTBAa WM (UIIMHI, TJaBHas LeElb
KOTOPOTO COCTOMT B TOJYyYE€HUU KOH(PHUACHIMAIBHBIX JAaHHBIX I0JIb30BAaTENEed - JIOTUHOB U
naposieil. Ha anrnmiickom si3bike phishing unrtaercs xak ¢ummer (ot fishing - pbiOHas noBis,
password - mapoJp).

OcHOBHBIE COBETHI 110 60pHOE ¢ HUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mos103peBaeliib, YTO TBOSI aHKETa Obljia B3JIOMaHa, TO
HEO0OX0IMMO 3a0JIOKMpOBaTh €€ M COOOLIUTh aAMHHHCTpATOpaM pecypca 00 3TOM KaK MOKHO
cKopee;

2. HWcnonp3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJIE, WHTEPHET-MarasmHOB W ITOWCKOBBIX
CHCTEM;

3. Ucnone3yii crnoxkHbie W pa3Hble mapoiu. Takum oOpazoM, ecnu TeOs B3JIOMAlOT, TO
3JI0YMBIIIJIEHHUKH TIOJTy4aT TOCTYH TOJBKO K OJTHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOMajad, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC
n00aBIIeHBI y TeOsI B IPY3bsiX, O TOM, 4TO T€OS B3JIOMad M, BO3MOXKHO, OT TBOEI0 UMEHU OyIeT
pacchlIaThCs CIIaM M CCBHUIKH Ha (PUIIMHTOBBIC CANTHI;

5. YcranoBu HagexHbii napois (PIN) Ha MoOunbHBIN TenedoH;
6. OTKJIIOYM cOXpaHEHUe Maposisi B Opaysepe;

7. He oTkpbiBail ¢aiinbl 1 Apyrue BIOKEHUS B MHCbMaXx, JaXe €CIM OHM MPHUIILIN OT TBOMX
npy3ei. Jlydiie yTO4HY Yy HUX, OTTIIPABIISIIN JIM OHU TeOe 3TH (Paiiiibl.

IHugposas penyranus

[udpoBas pemyramust - 3TO HETaTHUBHAs WM TO3UTHBHAs HH(Opmanus B ceTH O Tebe.
Kommpomerupyromas uHpopmaius, pa3MelleHHas B HHTEPHETE, MOXKET CEPbEe3HbIM 00pa3zom
OTpa3uThbCsid Ha TBoeW peanbHOM ku3HM. "lludpoBas pemyranusa" - 3TO TBOM MMHJIK, KOTOPBIN
bopmupyertcs u3 nHpopMalu o Tede B UHTEpPHETE.

TBoe MecTo KUTeNnbCTBa, y4eObl, TBOE (PMHAHCOBOE MOJOXKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KHX - BCE 9TO HAKAMJIMBAETCS B CETH.



MHorue MmoApPOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJMKaluu JUYHOW HWH(POpMAIMH B
WNHTtepHere, HE MOHUMAask BO3MOXHBIX NOCIIEACTBHUM. ThI 1ake HE CMOXKEIIb JA0rafgaTbCs O TOM, YTO
dotorpadus, pazMmelieHHas 5 €T Ha3al, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha paboTy.

KomMmeHnTapun, pasmenienue TBoux Qororpaduil U Apyrue ACUCTBUS MOTYT HE HCUE3HYTh
Ja)ke MOCJIe TOro, Kak Thl X yJaIHIIb. Thl HE 3HA€Ilb, KTO COXPaHMWII 3Ty HH(POpMaIHIO, ITonaa Ju
OHa B [TIOMCKOBBIE CUCTEMBI U COXPaHWJIACh JIU OHA, a [NIABHOE: UTO MOAYMAIOT O Tebe OKpY Karoliue
JIIOAM, KOTOpbIe HAaUAYT U yBUIAT 3T0. Hailtu nHdopmaiuio MHOro JieT CIycTs CMOXKeT J1r000il -
KaK M3 J0OpbIX MOOYXIEHHI, TaK U C HAMEPEHUEM NIPUYMHUTD BPEJ. ITO MOXKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI 110 3aLIUTE HU(PPOBOIl penyTalyu:

1. Ilomymaii, mpexxae 4eM uTO-TO NyOJMKOBaTh W IepenaBaTb y ceOs B Oiore Wi B
COLIMAIIBHOM CETH;

2. B nactpoiikax npoduis yCTaHOBH OTPAaHWYEHHsS Ha MPOCMOTP TBOEro MPOPMIs U €ro
COZIEPXKUMOT 0, CAeNal €ro TOJIBKO "1 Apy3ei”;

3. He pa3memaii u He ykaspiBail nH(OpMaIIUIO, KOTOpask MOXET KOro-JIrub0 OCKOpOJISITh WU
00MXKaTh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE MIKOJIBHUKU - aKTHBHBIE I0JIb30BaTENM LU(POBOro mpocrpaHcTa. OmHAKo
JaJeKo HE BCE 3HAIOT, YTO IMOJH30BAHWE MHOTHMMH BO3MOXKHOCTSIMH IIH(PPOBOTO MHUpa TpeOyeT
COOIOZICHUS MPaB HAa MHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepmuH "MHTENJIEKTyallbHas COOCTBEHHOCTh" OTHOCHUTCA K pa3IU4YHbIM TBOPEHHUAM
YeJI0OBEUECKOro ymMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTh Ha
NPOAYKTHI M YCIYTH, M 3aKaH4YMBasi KHUTaMu, (poTtorpadusiMu, KUHOPHUIbMAMU U MY3bIKaJIbHBIMU
MIPOU3BEICHUSIMU.

ABTOpCKME TpaBa - 3TO MpaBa Ha HHTEUIEKTYaJbHYI0 COOCTBEHHOCTb Ha MPOU3BEACHUS
HayKH, JIUTEPATYpPhl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B Ka4€CTBE FapaHTUU TOTO, UTO
WHTEJUICKTYaIbHBIA/TBOPUYECKUI TPYyJ aBTOpa HE OYJET HAmpacHbIM, JacT €My CIIpaBeINBbIC
BO3MOXXHOCTH 3apaloTaTh Ha pe3ylbTaTax CBOEr0 TPY[Aad, MOJIYYUTh U3BECTHOCTb M IMpPHU3HAHUE.
Hukro 0Oe3 paspelieHus aBTopa HE MOXKET BOCHPOU3BOJUTH €0 MPOU3BEACHHUE, PACIPOCTPAHSATH,
nyOJMYHO JEMOHCTPUPOBATh, MPOJaBaTh, HUMIIOPTUPOBATh, IYCKaTh B MPOKAT, MyOIMYHO
WCIIOJIHATD, TOKA3bIBATH/UCIIONHATH B 3(pupe nin pazmemats B IHTEpHETE.

Hcnonws3oBanue "MUpAaTCKOTO" MNPOrpaMMHOTO OOECIEUYEHUsS MOXKET MPUBECTH K MHOTUM
puUcCKaM: OT TOTepU JaHHBIX K TBOMM aKKayHTaM JO OJIOKMPDOBKH TBOETO YCTPOWCTBa, TIe
YCTaHOBJIEHA HelleTanbHasi nmporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHBIC U
OecIuiaTHBIC TPOTPAMMBI, KOTOPHIE MOKHO HAWTH B CETH.

O nopraJie
CeteBU4OK.p(d - TBOM IJIaBHBIA COBETUMK B CETH. 3/1€Ch Thl MOXKEIIIb Y3HATh O 0€30MacHOCTH B

CETH TOHATHBIM U JJOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHUU KPUTHUUYECKON CUTYallMH OOPATUTHCS
3a COBETOM. A TaKXe MPHUHATH y4acCTHE B KOHKYPCaX U CTaTh CaMbIM U(PPOBBIM IPaXKTaHUHOM !



