IHAMATKA . .
JJIAA OBYYAIOIIUXCA Ob HTHOOPMAIIMOHHOMU BE3OITACHOCTU JETEUN

HEJIb351

1. Bcem moapsin cooOmiaTh CBOO YacTHYI HH(oOpMaruioo (Hacrosmiue ums, hammimio, TenedoH,
azipec, HOMep IIKOJIbI, a TaKke (GoTorpaduu CBOH, CBOCH CEMbH U PYy3eii);

2. OTKpbIBaTh BIOXKEHHBIE (DAilJIbI AJIEKTPOHHON MOYTHI, KOTJIa HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuth, npuanpaThes, OKa3blBaTh AABJICHHUE - BECTH C€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacmopsbkaiicss JeHbraMu TBOEH CeMbH 0€3 pa3pelIeHUs CTapIIMX - BCEra CIpaiiuBai
poauTenen;

5. He Berpeuaiics ¢ VIHTepHET-3HAKOMBIMM B PEaJbHOM XU3HHU - IIOCOBETYMCS CO B3pOCIBIM,
KOTOPOMY JOBEPSCILb.

OCTOPOXKHO

1. He Bce mumyt mpaBay. Yuraems o cebe HempaBay B MHTepHETe - cooOmm 00 3TOM CBOMM
POOUTEIIAM WJIN ONICKYHAM,

2. llpurnamaroT NepenuchiBaThCsl, MTPaTh, 0OMEHUBATHCS - IIPOBEPH, HET JIU MTO/IBOXA;
3. HezakoHHOe KonrpoBaHue ¢aiisioB B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIbIM O TTpo0JIeMax B CETH - OHU BCET/la IIOMOTYT;

5. Ucnonp3yil HacTpoku O€30MacHOCTH W MPHUBATHOCTH, YTOOBI HE MOTEPSATh CBOM AKKAyHTHI B
COLICETSAX U APYTUX MopTaax.

MOXHO
1. VBaxail Ipyrux noJjb30BaTelIei;
2. [lonp3yenibest IHTEpHET-UCTOUHUKOM - JieJail CChUIKY Ha HETO;
3. OTKpBIBaii TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OO6marecs 3a MOMOLIBIO B3pPOCIBIM - POIUTENH, OMEKYHbl W aJIMUHUCTpAllUsi CAaWTOB BCeraa
MIOMOTYT;

5. IIpoitnu o6yuenune Ha caiite "CeTeBUUOK" M MOTYUH MACTIOPT HUPPOBOTO rpak1aHnHa!




NHOOPMALIMOHHAS TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEINEHUSA
HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIbIM IOAOM MOJIOACKHW B MHTCPHCTC CTAHOBUTLCHA 60JIBIHC, a IMKOJIBHUKH OJHHU M3 CaMBbIX
aKTHBHBIX TIONb30Bareneil Pynera. Mexay TeM, NOMHMO OTPOMHOTO KOJHMYECTBAa BO3MOXKHOCTEH,
MHTEPHET HECET U MPOoOIeMbl. DTa MaMsITKa JOJDKHA IOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

KomnbrorepHbie BUpychbl

KomnploTepHblii BUPYC - 3TO Pa3HOBMJIHOCTb KOMIIBIOTEPHBIX HpPOrpamM, OTIUYUTEIbHOU
0COOEHHOCTBIO KOTOPOH sBISIETCSA CLIOCOOHOCTh K Pa3MHOXKEHUIO. B TonosiHeHne K 3TOMy, BUPYChI MOTYT
MOBPEIUTh WIN IOJIHOCTbIO YHUUYTOXUTh Bce (hailyibl M JAHHBIE, MTOJAKOHTPOJBHBIE I0JIB30BATENIO, OT
MMEHM KOTOpOro ObllIa 3aIlylleHa 3apakeHHasl MporpaMmma, a TakkKe MOBPEIUTh WM JaKe YHUYTOXUTh
OIIEPAIIMOHHYI0 CHUCTEMY cO BceMH (aiimamu B 1eiaoM. B OonmpmmHCTBE CilydaeB pacrpOCTPaHAIOTCS
BHUPYCHI U€pE3 UHTEPHET.

MGTOZIBI 3alIUTBI OT BPCAOHOCHBIX ITPOTrpaMMm:

1. Ucnionp3yii COBpEMEHHBIE ONEpPAllMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHB 3aIIUTHI OT
BpPEIOHOCHBIX IIPOTrPaMM;

2. IlocrosHHO ycraHaBiauBail mnauTtd (UMQPOBBIE 3aIUIaTKH, KOTOpPbIE AaBTOMATHYECKU
YCTAQHaBJIMBAIOTCSA C LENbIO JOpaOOTKM IpOrpamMMbl) U JApyrue OOHOBIIEHHS CBOEH OIepanMOHHON
cucrembl. CkaunBail UX TOJBKO ¢ oduIMaIbHOro caifta pazpadorunka OC. Ecnu cymiecTByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUYH €T0;

3. PabGotaii Ha cBOeM KOMIIBIOTEpE IO MpaBaMU MOJIb30BATENs, a HE aJMUHUCTpATOpa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX TPOTPaMM HMHCTAJUTMPOBATHCS HA TBOEM IMEPCOHAIBHOM
KOMITBIOTEPE;

4. Vcnonp3yil aHTUBHPYCHBIE TPOTpPAMMHBIE TMPOIYKTHl H3BECTHBIX MPOU3BOAMTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTCPY AJIA TIOCTOPOHHUX JIUIL;

6. Hcnonb3yil BHELIHNE HOCUTENN HHPOPMALIUK, TaKKie Kak (hielka, TMcK Win (ailsl u3 HHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBali KOMIBIOTEpHBIE (ailiibl, MOJyYEHHbIE W3 HEHAJEKHBIX HCTOUYHUKOB. Jlaxe Te
¢ailnpl, KOTOpPbIE MpHCIa TBOM 3HAKOMBIN. JIyuIlle yTouHU y HEro, OTHPABJIsUI JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - 3T0 He BHJ mepenayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIb OpeHa, Mapka. Eme B 1991
rofy HujepyaHjackas KomraHus 3apeructpupoBana opens "WECA", uro o0o3Hayaso cioBocoueTaHHue
"Wireless Fidelity", kotopsblil nepeBoanuTcs Kak "GecrpoBoiHasi TOYHOCTH'.

Jlo Haiiero BpeMeHu Jouuia apyras abopeBuaTypa, KoTopas sSBISETCS TaKOW K€ TeXHOJIOTHEeH. ITo




ab6peBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLIIO TaHO C HAMEKOM Ha CTaHJIAPT BBICIICH 3BYKOBOM TEXHHUKHU
Hi-Fi, uro B mepeBoie 03Ha4aeT "BbICOKasi TOYHOCTD".

Jla, OecruraTHBId MHTEpPHET-IOCTYH B Kade, OTensIX W ad’pornopTrax SBISETCA OTIMYHOU
BO3MOJKHOCTBIO BBIXOJa B HHTEPHET. HO MHOIHE 3KCIEPTHI CUUTAIOT, 4TO 00mmieaocTynHbie Wi-Fi cetu He
SIBIISTFOTCST O€30MaCHBIMU.

CoBeTblI 10 0€30macHOCTH paboTHI B 001IeA0CTYHHBIX ceTssx Wi-fi:

1. He nepenasaii cBoto muHyr0 nHpopmanuio depes odmenocrynasie Wi-Fi cetn. Paboras B HUX,
JKCJIATCIIbHO HC BBOJAUTD IMAPOJIM JOCTYIIA, JIOTMHBI U KAKUC-TO HOMCPA,

2. Hcnonb3yii W OOHOBIAM aHTHUBUPYCHBIE IporpaMMbl W Opanamayep. Tem caMbIM ThI
o0e3omnacuilb ceds OT 3aKaYyKy BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBanuu Wi-Fi otkmroun ¢yakmuio "OOmmid goctyn K QaiiaMm U mpuaTepam’.
JlanHast (yHKIMS 3aKpbhiTa 1O yYMOJYaHUIO, OJHAKO HEKOTOpbIE MOJb30BAaTEIN AKTUBUPYIOT €€ IS
yI00CTBa UCITOJIB30BAHMSI B paboTe WK yueoe;

4. He ucnonb3yii nyonuunsii WI-FI nns mepenauu JTUYHBIX JaHHBIX, HampuMep A7 BbIXOJAA B
COLIMAJIbHBIE CETU WM B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonw3yit Tonpko 3ammuiieHHoe coenunenue depes HTTPS, a me HTTP, t.e. mpu Habope
BeO-apeca BBou uMeHHO "https://";

6. B moOunbHOM Tenedone otkimroun ¢(yakiuio "[loakmouenue k Wi-Fi aBromartuuecku". He
JOITyCKall aBTOMaTHYECKOTO MOIKIIIOYEHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacwusi.

CounajnHble ceTH

ConmanbHble CETH AKTUBHO BXOAST B HANly JKW3Hb, MHOTHE JIIOAM pPabOTAlOT W JKUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MHJUIMAP]L YEJIOBEK, UTO SIBJISIETCS] OJJHOM CeIbMOM Bcex
KHUTEJeW IIaHeThl. MHOTHE TOJb30BaTeId HE MOHMMAIOT, YTO HWH(OpMAaIus, pa3MelieHHas UMH B
COLIMAJIBHBIX CETSIX, MOXKET OBITh HalJIeHa M MCIOJIb30BaHA KEM YIOJHO, B TOM YHCIIe HE 00s3aTEeNBHO C
OJlarMMHM HaMEpPEHUSIMH.

OCHOBHBIE COBETHI 110 O€30ITaCHOCTH B COMaJIBHBIX CCTAX!

1. Orpannub cnucok Apy3ed. Y TeOs B APY3bSX HE JOKHO OBITh CIy4aWHBIX M HE3HAKOMBIX
1)1 (87

2. 3ammiail CBOIO 4YacTHYIO >KuM3Hb. He ykasbiBall mapoisiu, TeneoHbI, aapeca, JaTy TBOETO
POXJAEHUS U JIpYTyl0 JH4YHYO HH(OpManuio. 3JIO0YMBIIIJIEHHUKM MOTYT UCIOJNb30BaTh JaKe
I/IHCbOpMaI_[I/II-O 0 TOM, KaK Thl U TBOU POAUTCIIN IJIAHUPYETC IMTPOBECTU KAHUKYJIbI;

3. 3amuinail CBOIO pemyTaIuio - IEPKU €€ B YUCTOTE U 3a7aBail cede BOMPOC: XOTEN ObI Thl, YTOOBI
Jpyrue TOJb30BaTeNM BUIENIU, YTO Thl 3arpyxkaenib? [logymail, mpexae ueM 4YTo-TO OMyOIHMKOBATh,
HaIUCaTh U 3arPY3UTh;

4. Eciu ToI roBopulib C JIFOAbMH, KOTOPBIX HE 3HACHIb, HC HCHOHLSYﬁ CBOC pCAJIbHOC UM U JPYI'YIO
JINYHYIO I/IH(I)OpMaI_[I/II/II HnMs, MECTO KHUTCJIbCTBA, MCCTO yLIC6BI " [IpoUce;




5. U3beraii pasmemienus pororpaduii B UuTepHETE, T/IE THI H300pa’ke€H HA MECTHOCTH, MO KOTOPOU
MO>KHO OIIPENETUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanuu B COLMATBHON ceTH HEOOXOUMO HUCIIOIBb30BATh CIOKHBIE TAPOJIU, COCTOSIIINE
13 OyKB ¥ IU(P U C KOJIUUECTBOM 3HAKOB HE MEHee §;

7. Jlns couManbHOW CETH, MOYTHI U JPYTHX CAMTOB HEOOXOJUMO HCIOJIb30BaTh Pa3HbIE MapOJIH.
Torna ecnu Te6s1 B37IOMAIOT, TO 3J0YMBIIIEHHUKN OIYYaT JOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO BCE

cpasy.
DJIeKTPOHHbBIE JeHbI U

DJEKTPOHHBIE JICHBIH - 3TO OYEHb YIOOHBIN CIIOCO0 IUIaTeXel, OJIHAKO CYIIECTBYIOT MOIIICHHHUKH,
KOTOPBIE XOTAT IOJIYYUTh ITH JACHBIH.

3J’I€KTpOHHI)I€ ACHBI'M NOABUJIMCH COBCEM HCAABHO U UMCHHO M3-3a 3TOI'0 BO MHOTHX IOCyAapCTBax
A0 CUX IIOP HE IMPOIMUCAHO IMPO HUX B 3aKOHAX.

B Poccun xe oHu (YHKIMOHMPYIOT M O HUX Y€ MPOMHCAHO B 3aKOHE, T/ WX Pa3AeisaioT Ha
HECKOJIbKO BHUJIOB - aHOHUMHBIE U HE aHOHUMHBbIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaeTcsi TMPOBOAWTH oOmepanuu 0e3 WACHTH(UKAIMK T0JIb30BaTEeIsl, a B HEAHOHUMHBIX
UICHTU(UKAIUS TOJIh30BATENs SBISETCS 0053aTeIbHOM.

Taxoke cremyer pa3nndarh dJIEKTPOHHbIE (pUaTHBIE IEHBIU (PaBHBI TOCYAaPCTBEHHBIM BAIIOTAM) U
3JIEKTPOHHBIE He(pUaTHBIE IEHbIU (HE PaBHBI FOCYJAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 OE30IACHOM paboTe € NEKTPOHHBIMH JCHbTaMH:

1. IlpuBsbxu K cueTy MOOMIIbHBIN TeaePoH. DTO caMblil yTIOOHBIN U OBICTPBIN CIOCOO BOCCTAaHOBUTH
noctyn K cyery. [lpuBsizaHHbld TenedOH MOMOXKET, €clid 3a0yJelnlb CBOW IUIATEKHBIN TMapoiib WU
3aiJelIb Ha CAlT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Vcnonb3yii ogHOopa3oBeie mapoiu. [locie nmepexoma Ha yCUIIEHHYIO aBTOpHU3AIUio Te0e yxe He
OyZeT yrpokaTh OMacCHOCTh KPaXKu MM TIepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxuHbli maposb. IIpectynmHukam OyJer He NpPOCTO yrajaTh CIOXHBIA MapoJib.
Hanexubie maposu - 3To maposiv, KOTOpbIe COIepKAT HE MEHEe 8 3HAKOB U BKJIFOYAIOT B ¢€0s1 CTPOUYHBIE U
IPONMCHBbIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKME KaK 3HaK JoJulapa, (hyHTa, BOCKINLATENbHBIN
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CAlTaX, KOTOPHIM HE JOBEPSCIb.
JJIeKTPOHHASA MOYTA

ONEKTpOHHAs IOYTa - JTO TEXHOJOTMS M IPENOCTABISEMBIE €K YCIYIH IO IEPECBUIKE H
MOJTyYEHUIO 3JIEKTPOHHBIX COOOIICHUH, KOTOpPBIE paclpeleNsioTcs B KOMIBIOTEpHOW ceTH. OOBIYHO
AJNIEKTPOHHBIA TOYTOBBIN SIIUK BBITJSAUT CIEIYIOIIUM 00pa3oM: HMMs_IOJIb30BATEISA(@UMS_JIOMEHA.
Taxoke Kpome nepegadn IpoCcTOro TeKCTa, UMEETCs BO3SMOXKHOCTD IepeaBarh (aiiibl.

OcCHOBHBIE COBETHI 110 6€30TaCHOM padOoTe ¢ INEKTPOHHOU MTOUTOM:




1. Hago BBIOpaTh NpaBHIBHBIA MOYTOBBIM cepBUC. B HHTEpHETE €CTh OrpPOMHBINA BHIOOD
OeCIUTaTHBIX IMOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE TOBEPSATH TEM, KOT'O 3HACIIb M KTO MEPBBIA B PEUTHHTIE;

2. He ykaspiBaii B JAWYHOW mTouTe JHM4YHyr0 uHGMopmaruio. Hampumep, mnydmie BwIOpaTh
"My3bIKaJIbHBINA (haHaT@" niam "pok2013" Bmecto "Temal3";

3. Hcnonp3yil ABYXATANHYI0 aBTOpU3ALMIO. JTO KOTJAa IOMHUMO IapoJisi HYKHO BBOJAMUTH KO[,
npuchlIaeMblid o SMS;

4. BeiOepu CIIOKHBIN Tapoib. J[Is KaXJa0ro MoYTOBOrO SIIMKA JOKEH ObITh CBOW HAJC)KHBIH,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTh BO3MOKHOCTE HAITHCATh CcaMOMYy CBOM JIMYHBIN BOIIPOC, I/ICHOHBS}/ﬁ 9Ty BO3MOXXHOCTBD,

6. Vcnonb3yii HECKONBKO IMOYTOBBIX SIIUKOB. [IepBbIif Al YaCcTHOW MEpPENUCKU C ajpecaTami,
KOTOPBIM THI IOBEPSICIIb. JTO 3JIEKTPOHHBIN aJIpec He HAJI0 UCIOIB30BaTh IPH PETUCTpaIiK Ha (hopymax
M CaMTax;

7. He oTkpsIBaii ¢ailsibl 1 Ipyrue BIOKEHUS B MMChMaX, Ja)Ke €CIM OHU HPUILTH OT TBOUX JAPY3EH.
Jlydiie yTo4HH y HUX, OTHPABJISUIN JIW OHU TeOe 3TH (haiiibr;

8. Ilocne okoH4yaHust pabOTHI HAa TOYTOBOM CEPBUCE MEPE 3aKPHITUEM BKIIAJIKU C CAUTOM He 3a0yab
Ha)kaTb Ha "Briitn".

Ku6epOy/uiMHT WM BUPTYaJibHOE U31eBATEIbCTBO

KubepOymauHr - mpeciiejoBaHHe COOOUICHUSIMH, COIEpXKAIIUMU OCKOPOJICHHs, arpeccuro,
3alyruBaHNe; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHUE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHIOM:

1. He Opocaiics B 60ii. Jlyumnii crioco0: MOCOBETOBATHCS KaK ceOsl BECTU U, €CJIM HET TOTO, K KOMY
MOXKHO 06paTI/ITI)C$[, TO BHA4YaJIC YCIIOKOHTHCA. Ecim 1B HauHenr oTBeYaTh OCKOp6J’IeHI/I${MI/I Ha
OCKOpOJIEHUS, TO TOJBKO e11le O0JbIIIe Pa30ikKelb KOHDIUKT;

2. YopaBinsaii cBoel kubeppenyranuei;

3. AHOHUMHOCTb B ceTH MHHUMAas. CylIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOMT 32 aHOHHMMHBIM
AKKayHTOM;

4. He crouT BecTH XyJUTaHCKUI 00pa3 BUpTyaldbHOW XH3HU. VHTEepHET (ukcupyeT Bce TBOU
NEHCTBUS U COXpaHSET UX. Y JaNUTh UX OyJeT KpaiHe 3aTpyJHUTENbHO;

5. CoGumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeraTuB. OIHOPa30Bble OCKOPOUTENIbHBIE COOOILICHHUS JydIle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcss Ha Ha4yaJlbHOM CTaIuu;

7. ban arpeccopa. B nporpaMmmax 00MeHa MIHOBEHHBIMH COO6H_ICHI/I$IMI/I, B COIIMAJIBHBIX CCTAX €CTh
BO3MOXHOCTb 6JIOKI/IpOBKI/I OTIIPpaBKU COO6H.ICHPII>1 C OIMPCACIICHHBIX aApPCCOB;




8. Eciu Tl cBugerens kubepOymimHra. TBoum AEHCTBHUS: BBICTYHHUTH MPOTUB IPECIICAOBATEINS,
[I0Ka3aTh €My, YTO €ro JEHUCTBHS OLEHUBAIOTCS HETaTHBHO, IOJAJEPXKAaTh JKEPTBY, KOTOPOM HY)KHA
MICUXOJIOTHYECKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEJICHUS B CETH.

MoOniabHblii Te1edoH

CoBpeMeHHbIE CMapT(HOHBI W IUIAHIIETHI COJAEPKAT B ceOE BIIOJHE B3POCHBIM (YHKIIMOHAT, U
Terepb OHU MOTYT KOHKYPUPOBATh CO CTAlIMOHAPHBIMHU KOMIIbloTepamMu. OAHAKO, CPEJICTB 3aLIUTHI JIJIs
MOAOOHBIX YCTPOUCTB MOKA 0YeHb Majio. TecTUpOBaHUE U MOUCK YSI3BUMOCTEH B HUX ITPOUCXOAMT HE TaK
WHTEHCUBHO, Kak 11 11K, To ke camoe kacaeTcs 1 MOOMIIBHBIX MPUITOKCHHIH.

CoBpemeHHble MOOWJIbHBIE Opay3epbl yKe MpPaKTHUYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacivpenue (pyHKIHOHaIa BJeUeT 3a OO0 OOJBIIYIO CI0XKHOCTh U MEHBIIIYIO 3alUIIEHHOCTD.

I[aneKo HC BCC MMPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJICHI/I$1, 3aKPBIBAIOIUEC KPUTUYICCKHUEC YA3SBUMOCTH
JJIs1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JyIsi 0€30MacCHOCTH MOOMIBLHOTO TeneoHa:

Hwudero He siBisieTcst mo-HacTosimeMy OecruiaTHeIM. bynib ocToposkeH, Beib KorJa Tede mpeiararoT
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCITYTH;

Hymaii, npexae yem otnpaButb SMS, ¢oto unm Buaeo. Thl TOYHO 3Haellb, Te OHH OYAYT B
KOHEYHOM UTOore?

H606XO,I[I/IMO OOHOBIIATH OINCPAlMOHHYIO CUCTEMY TBOCTO CMapT(I)OHa;
I/ICHOHBBYﬁ AHTHUBUPYCHBIC ITPOIrPaAMMBbI JJId MOOHIBHBIX TeJ'Ie(I)OHOB;

He 3arpy»ail npuioxeHus OT HEM3BECTHOTO UCTOYHHMKA, BE/Ib OHU MOTYT COJIepKaTh BPEJOHOCHOE
MIpOrpaMMHOE 0OecTIeyeHuE;

[Tocne Toro kak Thl BBIMJCIIL C CaiiTa, TJe BBOAMI JIUMYHYIO WH(GOpPMAIIHMIO, 32l B HACTPOHKH
Opaysepa u ynanu cookies;

Ilepnonnuecku npoBepsii, KAKMe IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBail cBoii HOMep MOOWJIBHOrO Tele(OHa TOJIBKO JIOJAAM, KOTOPBIX Thl 3HAEllb U KOMY
JIOBEpSIEIIb;

Bluetooth nomken ObITH BBIKIIFOUEH, KOTJa Thl UM He NoJib3yelibes. He 3a0biBail mHOT]a TPOBEPSITH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOLINE PA3BICUCHUS, OOBEIUHSIOLINE
COTHH THICSY YEJIOBEK 10 BceMy MUpPY. Irpoku MCCIenyroT JaHHBIA UM MHUD, OOIIAIOTCS APYT C IPYTOM,
BBITIOJIHSIOT 3aJlaHus, CPa)XKarOTCsl C MOHCTPAMHM M TOJYYalOT OMBIT. 3a YJOBOJBCTBHE OHHU ILIATAT:
MOKYMAIOT TUCK, OIUIAYMBaIOT aOOHEMEHT MJIH MPHOOPETAIOT KaKUEe-TO OILIUH.

Bce a1ty cpenctBa uayT Ha MOAJEp)KaHHWE M Pa3BUTUE WIPHI, a TaKKe Ha caMy O€30MacHOCTH:




COBEPILIEHCTBYIOTCSI CHUCTEMBl aBTOPU3ALIMH, BBIYCKAIOTCSI HOBble HaTud (LMQPOBBIE 3aIIATKU JUIS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX urpax CTOUT oOIacarbCsd HE CTOJBKO CBOHUMX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
ImapoJi, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3AlMN OOJILIINHCTBA Hrp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu nmpyroéi urpok BeneT ceds IIOXO WIM co37aeT Tede HeMmpUATHOCTH, 3a0JOKHpYH ero B
CIIMCKE UTPOKOB;

2. lloxamyiica agMUHHCTpaTOpaM WIPbl Ha IUIOXOE IIOBEJIEHUE 3TOI0 MIPOKa, JKENATEIbHO
MIPWJIOKUTh KAKHE-TO J10Ka3aTEIbCTBA B BUJ/I€ CKPUHOB;

3. He ykasbIBail 1nuHyt0 HHGOpMaLUIO B Ipodaiine urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uiaibHbIe TATYH U MO/IBI;

6. Mcnonp3yil clioKHbIE U pa3Hble apoJy;

7. [[axce BO BpPEM:A UTPbI HE CTOUT OTKIIHOYATh AHTHBUPYC. IToxa TbI urpaciib, TBOU KOMIIBXOTEP
MOTYT 3apa3uThb.

@OUIIMHT WIN Kpaxka JUYHbIX JaHHBIX

OObIYHON Kpaxkel JeHer M JOKYMEHTOB CEroJHsl YK€ HUKOIO HE€ YIMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JIOYMBIIUICHHUKH TEPEMECTHIIMCh, B MHTCPHET, W MPOJODKAIOT 3aHHUMAThCS
"IIIOOUMBIM" IEJIOM.

Tak mosiBUIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJaBHAs IENb KOTOPOTO
COCTOMUT B TIOJYYCHUH KOH(HUICHIMANTBHBIX JJaHHBIX TIOJB30BaTEeNIe - JIOTHHOB W mapoieil. Ha
aHrMicKkoM s3bike phishing untaercs kak guumHr (ot fishing - peiOHas noBis, password - TapoJb).

OcHOBHBIE COBETHI 110 OOPHOE € PUILTMHIOM:

1. CJ'IGI[I/I 34 CBOUM AaKKAayHTOM. Ecmu tH noao3peBaciib, 4TO TBOA AHKETA ObLIa B3JIOMaHa, TO
HeO6XOI[I/IMO 3a6HOKI/IpOBaTL cCHu COO6IJ_II/ITI> AIMUHUCTpATOpaM pecypca 00 3TOM KaK MOXHO CKOpEE;

2. Ucnonw3yit 6e30macHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;

3. Hcmonw3yit cnokHble W pa3Hble TMapoiud. Takum oOpa3oM, eciu TeOs B3JIOMAaKT, TO
3MIOYMBINUICHHUKY TOIYyYaT JOCTYM TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO BCEM;

4. Ecnau T1ebs B3noMalid, TO HEOOXOOUMO TMpPEeayNpeauTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no0aBiieHbl y T€OS B JAPY3bsiX, O TOM, YTO TeOsI B3JIOMaIM M, BO3MOXXHO, OT TBOErO0 HMMEHU Oyner
pacchlIaThCs CIaM U CChUIKHM Ha (DPMITUHTOBBIE CANUTHI;

5. YcranoBu HazaexHbIi napois (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;




7. He oTkpbIBaii ¢ailsibl ¥ Ipyrue BIOKEHUS B MUChMaX, JaXKe €CIM OHU HMPUILTH OT TBOUX JAPY3EH.
Jlydiie yTo4HM y HUX, OTHPABIISUTN JIM OHU TeOe 3TH (Hailiibl.

Mudposas penyrauus

[ludppoBast pemyrauuss - 3TO HETaTUBHAs WJIM TO3WTHBHAs HMHQOpPMAnus B ceTH O Teoe.
Komnpomerupyromas nHpopmanus, pa3MelIeHHasi B UHTEPHETE, MOXKET CEPbE3HBIM 00pa3oM OTPa3UThCs
Ha TBoeW peanpHOU >xu3HU. "LludpoBas pernyrauus” - 3TO TBOM MMHIDK, KOTOPBIA (popMupyercs u3
nHpopMaiuu o Tebe B MHTEpHETE.

TBoe MecTo KHTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJOXKEHHE, OCOOCHHOCTH XapakTepa Hu
pacckasbl 0 OJM3KHX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue nopoCcTKH JErKOMBICIIEHHO OTHOCSTCS K ITyOnuKauuu JJn4Hoil uugopmanuu B UntepHere,
HE TIOHUMAasi BO3MOXKHBIX TOCIeACTBUN. ThI nake HE CMOXKEHIb JIOTaJaThCs O TOM, 4To (oTtorpadwus,
pa3MelleHHas 5 JeT Ha3aj, cTaja MIPUYMHON OTKa3a NPUHATH TeOs Ha paboTy.

KommenTtapuu, pazmemenue TBoux ¢ororpaduii u apyrue IeHCTBHS MOTYT HE MCYE3HYTHh JaXe
mocje TOro, Kak Thl UX yJalulib. Tkl HE 3HACNIb, KTO COXPaHWI 3Ty MH(OpMAIHMIO, ToNala M OHA B
IIOMCKOBBIE CUCTEMBl M COXPAaHMJIACh JIM OHA, a IVIABHOE: YTO MOJYMAIOT O TeOe OKpPY’KaIoLIHe JIIOIH,
KOTOpPBIC HAUIYT U YBUAAT 3T0. Haiitu mH(pOpMAIIIO MHOTO JIET CITYCTSI CMOXKET JIF00OM - KaK U3 T100phIX
no0yKAE€HUH, TaK U C HAMEPEHUEM IPUYUHUTH BpeA. ITO MOXKET OBITh KTO YTOHO.

OcCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON penmyTauu:

1. [Togymaii, pexae 9eM 4To-TO MyOJIMKOBATh M TepeaaBarh y ce0si B OJ0re Wi B CONUAIBHOU
ceTu;

2. B Hacrtpoiikax npo¢uis YCTaHOBH OrpaHUMYEHHs Ha NIPOCMOTP TBOEro MHpoduias U ero
COJIEP’KUMOT0, ClIeNIall €ro TOJIbKO "uist Ipy3en';

3. He pasmemiaii u He yka3biBaii MH(OPMAIMIO, KOTOpash MOXET KOro-au00 OCKOpPOJIATh WIIH
00WXaTh.

ABTOpCKOE NpaBo

CoBpeMeHHbIE IIKOJIBHUKU - aKTUBHBIE TOJIb30BaTENN HUGPPOBOro mpocTpaHcTBa. OHAKO JaleKo
HE BCE 3HAIOT, YTO I0JIb30BAaHUE MHOTMMHU BO3MOXHOCTSAMHU LH(pOBOro Mupa TpedyeT coOI0AeH s IpaB
Ha MHTEJJIEKTYaJIbHYIO COOCTBEHHOCTD.

TepMuH "HHTEIEKTyallbHass COOCTBEHHOCTh' OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM YEJIOBEYECKOTO
yMa, HAYMHas ¢ HOBBIX M300peTeHH U 3HaKOB, 0003HAYAIOIINUX COOCTBEHHOCTh HA MPOJYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMHU, poTorpadusiMu, KHHOPHIbMaMH U MY3bIKQJIbHBIMU TIPOU3BEACHUSIMH.

ABTOpCKHE MpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJlbHYIO COOCTBEHHOCTh Ha MPOM3BEIEHUS HAYKH,
JUTEpAaTyppl M HCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAOT B KadyeCTBE TapaHTHUM TOrO, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKU TpyA aBTOpa He OyneT HampacHbIM, JacT €My CIpaBeauBbIC
BO3MOKHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOErO TPyAa, MOJYYUTh U3BECTHOCTh M Npu3HaHue. HuUkTo
0e3 paspelieHusl aBTopa HE MOXKET BOCIPOU3BOAMUTH €ro NPOU3BEJACHHE, PACIPOCTPAHATh, MYOJIUYHO
J€MOHCTPUPOBATh, IpOjaBaTh, HMIOPTHPOBATH, IyCKaTh B MPOKaT, MYOJUYHO HUCIOJIHATS,




MMOKAa3bIBaTL/MCITOJIHITE B 3(1)1/Ipe HJIK pa3MCIIaTh B I/IHTepHeTC.

Hcnonp3oBaHue "MUPaTCKOro" MporpaMMHOIO OOECIEUEHUs] MOXKET IMPUBECTH K MHOTUM PUCKAM:
OT TOTepH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBA, TJE YCTaHOBIICHA
HeslerajgbHass nporpamMMa. He ctouT Takxke 3a0bIBaTh, 4TO CYLIECTBYIOT JI€TajlbHble M OecIuIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOKHO HAalTH B CETH.

O nopraJue
CeteBHUOK.p( - TBOM INIABHBIA COBETYHMK B CETU. 3/1ECH Thl MOXKEIIb y3HATh O 0€30MaCHOCTH B CETH

IOHATHBIM M JOCTYIHBIM S3bIKOM, a IpU BO3HMKHOBEHMM KPUTUYECKOH CHUTyalluM OOpaTUThCS 3a
COBETOM. A TakXe MPHUHATH y4acTHe B KOHKYPCaX U CTaTh CAMbIM IIU(POBBIM I'PaKJaHUHOM !




